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Local Telcos Rely on RioRey  
DDoS Specialist Delivers No-Fuss Deployment, 

Immediate Mitigation, and Rapid ROI. 

 

Independent telcos, cooperatives, and other community-based service providers 
pride themselves on customer relationships and responsive customer service. As 
local telcos bring leading-edge technology to subscribers, however, the job of 
ensuring service quality and maintaining superior responsiveness has become 
more complex. Increasingly, dedicated denial of service (DDoS) attacks render 
network resources, content, and services unavailable to legitimate users. That 
means lots of trouble tickets, and bloated staff hours for mitigation and customer 
support. But for telcos without large budgets or large, specialized network security 
teams, dedicated DDoS protection can seem out of reach — both financially and 
operationally. But it doesn’t have to be. 

RioRey arms network operators large and small with affordable, comprehensive, 
automated DDoS defense solutions that isolate attacks with precision and mitigate 
attacks with minimal staff intervention. Easy to deploy and manage, the RioRey 
appliance is analytics-driven, providing multi-layer detection and mitigation for the 
full spectrum of DDoS threats, from massive floods to Layer 7 attacks invisible at 
the network level. See why RioRey has become the line of DDoS defense for local 
telcos. 

Case Study: XStream Services 
XStream Services in Oklahoma (formerly, Hinton Telephone Company) is a single-
source communications and entertainment company that provides broadband 
service over DSL, fiber, and wireless to approximately 1,700 subscribers. XStream 
also offers IP-TV service, which it delivers, along with broadband, over a single 
modem router on the customer premises. The company designed its network using 
best practices: IP-TV operates in bridged mode to reduce the load on the CPE 
router, and the IP-TV and the broadband traffic are isolated using VLANS.  

Problem: “My TV Picture Is Breaking Up!” 
Despite careful network planning, XStream ran into a problem that was hard to 
diagnose. Its IP-TV customers frequently called in reporting a pixelating picture and 
a large band obstructing the bottom of the TV screen. Because customer service 
was unable to resolve the problem over the phone, XStream would dispatch a 
service technician to the customer site. The technician would observe the problem, 
run line tests that would inevitably pass, and then replace the CPE router, which 
appeared to resolve the issue. XStream’s technicians would then bring the “faulty” 

 

 “When we first looked at 
RioRey, we asked 
ourselves: We need 
protection from DDoS 
attacks for our 
customers, but where is 
our ROI? After we 
installed RioRey, the 
customer trouble tickets 
dropped to an all-time 
low, and our team 
stopped working 
overtime. These are the 
returns on investment. 
Our customer satisfaction 
level is extremely high, 
which is resulting in more 
installs. So I’m actually 
making more money 
having RioRey in the 
network.” 

 

Joshua Harp,  
IT Manager & Network Engineer, 
XStream Services (former ly,  
Hinton Telephone Company) 
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customer router back to the lab, where it consistently passed all tests. It was not 
long before XStream had amassed quite a collection of CPE routers that tested fine 
in the lab but technicians were hesitant to redeploy, given their “failure” in the field. 

XStream switched modem router manufacturers multiple times, to no avail. The 
problem persisted and was proving costly. In addition to threating customer 
satisfaction, each complaint required customer support hours, a truck roll, a 
technician’s time (often overtime), and a replacement CPE router. (XStream 
estimates it had more $70K worth of “used stock” that could not be redeployed.) 
Unfortunately, the CPE router manufacturers could offer little assistance because 
their devices were, after all, passing tests in the lab.  

The Solution 
XStream finally isolated the cause of the problem. The CPE routers (which each 
had a public IP address) were under constant low-level scans and DDoS attacks. 
Even attacks involving 100 packets per second of 1000 byte UDP traffic — though 
imperceptible to XStream’s monitoring systems and having little effect on customer 
bandwidth — were sufficient enough to cause pixilation of the IP-TV picture. 

XStream turned to RioRey to mitigate the attacks. The RioRey appliance offered 
comprehensive DDoS protection at a price that fit XStream’s budget and in a size 
that met its needs. The RioRey solution also deployed quickly and seamlessly, 
isolating and mitigating attacks almost immediately while placing minimal burden 
on the telco’s staff. When XStream first installed the RioRey device, it observed 
700-800 simultaneous attacks. Within a week, that number had dropped to 20. 
More importantly, the TV picture no longer pixilated and XStream’s customers were 
happy. With RioRey in place, XStream’s trouble tickets dropped to an all-time low, 
and the company saw significant reductions in overtime expenses. 

Continuing to Ensure Customers Get What They Pay For 
In addition to resolving XStream’s IP-TV service issues, RioRey’s DDoS mitigation 
appliance has enabled XStream to restore and continue to ensure service quality 
for its Internet access over WiMax service. XStream’s WiMax customers had 
frequently complained about the speed of their Internet connections. The company 
determined that it was under a DNS recursive attack on a /24 subnet of its DSL 
network that affected WiMax customers. Because not all the IPs in the subnet were 
in use, the WiMax network would broadcast the traffic to all of XStream’s antennas, 
resulting in a continuous broadcast storm of 300-400 kbits of traffic. This constant 
background noise consumed bandwidth, in some cases all contracted bandwidth, 
preventing some customers from accessing the network entirely. 

After installing the RioRey device, the average idle traffic per customer fell from 
300 Kbits to 4 Kbits, effectively increasing capacity. Today RioRey continues to 
protect XStream’s network from the full spectrum of DDoS attacks, enabling the 
carrier to deliver fast, clear, and reliable service to its customers. 

When XStream Services 
first installed the RioRey 
appliance, it observed 
700 – 800 simultaneous 
attacks. Within a week, 
that number had 
dropped to 20. 
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Case Study: Waitsfield and Champlain Valley Telecom  
Waitsfield and Champlain Valley Telecom (WCVT) operates in the Mad River and 
Central Champlain Valley regions of Vermont, providing local, long distance, and 
high-speed Internet services to more than 18,000 customers. 

Problem: “Our Network Can’t Handle Flood Attacks” 
WCVT was seeing recurring DDoS attacks across its network, which routinely 
slowed or completely obstructed Internet access for broadband subscribers. The 
attacks were traditional volumetric floods, but none of the telco’s existing 
equipment could detect and mitigate these attacks. Null-routing the victim 
customer to protect both the network and other customers was an option but not 
an acceptable business solution. 

The Solution 
After evaluating a number of DDoS defense solutions, WCVT selected RioRey for its 
ease of deployment, comprehensive DDoS defense, and automated operation. 
WCVT installed a pair of RioRey appliances at the perimeter of its network, where 
RioRey automatically detected and mitigated the volumetric attacks WCVT had 
been experiencing, as well protecting against DDoS attack varieties the provider 
not yet recognized. RioRey’s highly automated mitigation allowed WCVT to add this 
critical layer of security to its network, and for its customers, without increasing the 
burden on existing technical support staff or requiring additional staff, specially 
trained in network security.   

The RioRey solution has since scaled seamlessly and affordably as WCVT’s network 
and business grew. Most recently WCVT adopted RioRey’s rWeb  management 
platform, giving network operations staff even more granular control over DDoS 
protection, enabling WCVT to easily tailor DDoS services for individual customers. 

 
 
 
 

 
 
About RioRey 
Since its founding in 2006, RioRey has focused on developing dedicated, high-performance DDoS 
defense systems for networks and data centers of all sizes. RioRey’s analytics-driven solutions provide 
automated DDoS detection and mitigation, protecting e-commerce, finance, government agency, 
hosting, gaming, and entertainment networks and services around the globe. Thousands of companies 
rely on specialized DDoS protection from RioRey. The company offers both on-premises and virtualized 
solutions, enabling flexible and scalable deployments that meet customers’ unique and evolving 
security requirements. Headquartered in Bethesda, Maryland, RioRey supplies and services its DDoS 
solutions throughout North America, EMEA, and Asia.     
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